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VPN Galileo

VPN Galileo

galileo openvpn

Server certificate

ca.crt

GUI
 fMZDYRtc15ScOEBwW4G32
TndnWsy+vJRocMOzkniuDnNNnI1GJh3MOLK+/nsk0AJ022+vmYJcE3fMsjho2zJgB
gqUteWn5pBZm91Q2KQa5W50QYVNPA4wbopQHXhhEXGDDwm+1QsqjBQVK39TQDwBGS
foMxbPZwr17pJGbhhHGVNm8DP+XnT1tFAgMBAAGjggEOMIIBCjAdBgNVHQ4EFgQU
6kM1PEOCDJ+cqiazQu70mrXni+AwgdoGA1UdIwSBOjCBz4AU6KM1PEOCD]+cqiaz
Qu70mrXni+ChgaukgagwgaUxCzAJBgNVBAYTAkLUMQswCQYDVQQIEwJIWUjEPMAOG
A1UEBXxMGVmVyb25hMRAwDgYDVQQKEwdHYWxpbGVVMRAwWDgYDVQQLEwWdHYWXxpbGVv
MRMwEQYDVQQDEwpHYWxpbGVvIENBMRAwWDgYDVQQpEwWdFYXN5UTNBMSOwKwYJKoZI
hvcNAQkBFh5zdGVmYW5vLnNjaXBpb25pQGNzZ2FsaWx lby5vcmeCCQCiP4p3wbyw
KDAMBgNVHRMEBTADAQH/MAOGCSqGSIb3DQEBCWUAA4IBAQAYKF801NFIDOG5bINN
hy4R7qStYnbELKFosI1KJ40z+ibYZxAOCOyURpacJq9NPYAS/P8SA41HDjhe3ZIq
kNGq1ZxCHIsGWhagHFDHru2ct4nKtyEFSAzzy7UAnQITeTBZKEjDENWNncdb41+VA
fIJRoM801kj3+Kn0Zpwnl26pp8/at30yC4RMXM2FEztege5]93ZfogW/MuNyL4Jlv
1CGKzo/9UtjUGiHbuxUv7SimWYB40AhrYR1tOsMLLIU7Bu@12PEmxeyK6G1lzJuBC
3/YQ9xWkX1bp1lEO30vBMCRp1ANnJRsznZATBB4xnJ55ZPG6tEqCVS72j2fKMnCa2
viWw7

sudo apt install network-manager-openvpn-gnome
sudo service network-manager restart

add VPN connection with network manager GUI:
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e type: openvpn

e gateway: vpn.csgalileo.org

e user: <user>

* pass: <pass>

CA certificate: <ca.crt>

in advanced settings check “Use TCP connection”
in route add 10.0.0.0/8 and 185.91.188.0/25

Console

sudo apt install openvpn

auth.cfg

<user>
<pass>

openvpn.conf

client

remote vpn.csgalileo.org 1194
auth-user-pass auth.cfg

ca ca.crt

route 10.0.0.0/8 vpn gateway 3
# come aggiungere questo ?
# route 185.91.188.0/25 vpn gateway 3

dev tun

proto tcp-client
remote-cert-tls server
persist-tun
persist-key
auth-nocache

go

sudo openvpn --config openvpn.conf

Connect with

./go

Winzozz
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c:\Program Files\OpenVPN\config\auth_galileo.cfg

username
password

c:\Program Files\OpenVPN\config\galileo.ovpn

client

dev tun

proto tcp-client
remote-cert-tls server

remote vpn.csgalileo.org 1194
route 10.0.0.0 255.0.0.0 vpn gateway 3
route 185.91.188.0 255.255.255.0 vpn gateway 3

resolv-retry infinite

nobind

persist-key

persist-tun

verb 3

auth-user-pass auth galileo.cfg
script-security 3

<Ca>

MITIE3zCCA8egAwIBAgIJAKI/infDrLAoMAOGCSqGSIb3DQEBCWUAMIGLIMQswCQYD
VQQGEwJJVDELMAKGA1IUECBMCV1IxDzANBgNVBACTBLlZ1cm9uYTEQMA4GALIUEChMH
R2FsaWx1bzEQMA4GA1UECXMHR2FsaWx1lbzETMBEGA1UEAXMKR2FsaWx1byBDQTEQ
MA4GA1UEKRMHRWFzeVITQTEtMCsGCSqGSIb3DQEJARYec3R1ZmFuby5zY2lwaW9u
aUBjc2dhbGlsZW8ub3JInMB4XDTE3MDMyMj E1IMDQONFoXDTI3MDMyMDE1MDQONFow
gaUxCzAJBgNVBAYTAKLUMQswCQYDVQQIEwJIWUjEPMAOGALIUEBXMGVmVyb25hMRAw
DgYDVQQKEwdHYWxpbGVvMRAwWDgYDVQQLEwdHYWxpbGVVvMRMwWEQYDVQQDEwpHYWxp
bGVVIENBMRAwWDgYDVQQpEwdFYXN5UINBMSOwKwYJKoZIhvcNAQKBFh5zdGVmYW5v
LnNjaXBpb25pQGNzZ2FsaWxlby5vcmcwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAW
ggEKA0IBAQDgxKb1DORrR5kZhTz1loj4ronvQalU8oyBc71y50xp70XwIEQkW+87WT
1gfeT8fwqecb6KIjQr6SIJORMmIDphYifNlgwsel4rtLf33WZ0sWgWNOel jxcn354g
M26pWIt3ETP3THUU4dK4Y6T7t7dFJialZ0jRg15EIKHs fMZDYRtc15ScOEBw4G32]93ZfogW/MuNyL4] v
1CGKzo0/9UtjUGiHbuxUv7SimWYB40AhrYR1tOsMLLIU7Bu®@12PEmxeyK6G1zJuBC
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3/YQ9xWkX1bp1lEO30vBMCRp1ANnJRsznZATBB4xnJ55ZPG6tEqCVS72j2fKMnCa2
viw7

</ca>

Lavagno

lavagno.pem
 f+GUajpA4w2cRGMX3N537dSYujcwSESRTYndJubPDKcVJ16/3db
0lH6Y3pB40/K9/Mtt0GwRmeJIMsgxFxV/ghlEXQxNrwZ0d9dpZvs83J0z+mHdd9]j@o5QMDVnbFxWdk
TE1lknyOmhUj4tLv0s+sEjP4DHQRNKPpL86tccn3Z4ydS5mKNbbglmNaslzv166Zr
fdhExA3uahUexo8wJ8BXL3b7YdQ/AP6kIh2eZ0s1ptj+BKzqQKgFKy9mqdv9jXM/
cseT6+zdt258u8dSSGDrBj /87 f1HTUYt1wcjcNOg815vOx0YrcsjyBw/i6hkVZWy
bkByUTzuQSEINZZwv7SHID1Z1XmlOSwlEoucrmxZAB2EsSRLQfivb1536a711mgr8
DNof7+ttWpFBFb+U+G1ipDNhiBiAkhLJIMSL7vB5JHcu/YLUgZiVXzOmD1YI812PJ
wECaqp7VfbdNb9kzkpTMTAZqtWg60h1lwq+zS094VKkNTvS0/Dy8dtukA3BMKI/bwY
fLATQq78Miu6KgLFmIF2VSifxW7zynNIVeODtXGmUOR16FKI fdwNxTZpmMZnPviRz
YNmyA6AOgwPolKfwEFsRthOoKdQyZqy0ZeriKoHBOWXkDH26MgMB1NMAZzPodORbK
YrXpcmIEQOYSwInMtW+rgfniH5mCYvq/SU+csDZr7uWgSMcY3im40f30J3J+ndYyig
aBZVSFSow2dELbQdgolaA/JR1hUkO5NEXE6GKAIc4INrMzD4b4HxMPcc/yuYLKDb3
Hd9TG/E=

----- END CERTIFICATE-----

add VPN connection with network manager GUI:
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e type: openvpn

e gateway: lavagno.csgalileo.org

user: galileo

pass: <pass>

CA certificate: <lavagno.pem>

in advanced settings check “Use TCP connection”
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