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VPN Galileo

VPN Galileo

pptp

Installare il package networkmanager-pptp

Aggiungere una VPN pptp

Anrulla VPN galileo m

Dettagli Identita 1P IPv

Mome ghlll_flj

Generale

Gateway | wpnl.csgalileo.org

Autenticazione utente

Tipo | Password -
Nome vtene |
Password weessssss i

Mostra la pa_&gwnnl

Dominio NT

#¢ PPP Settings...

Annulla VPN galilea Applica

Dettagli Identita 1Py IPvG

Metado IPvd O sutomatica (DHCP) 5ol link-local
Manuale Disabilita

Condivisa con altri computer

DMS Automatico

Instradamenti Automatico (\J

[ )

Usare questa connessione solo per risorse nella sua rete

galileo openvpn

Server certificate
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ca.crt

MIIDVDCCAjygAwIBAgIIK+uSMAP/qZcwDQYJKoZIhvcNAQELBQAwWHDEaMBgGA1UE
AwwRQOEtV1B0QO90Qy 1NRVVDQOkwHhcNMjEwNZEIMTAXOTQwWhcNMj IwNZE1IMTAX
0TQwWjAcMRowGAYDVQQDDBFDQS1IWUESDTO5DLULFVUNDSTCCASIwWDQYJKoZIhvcN
AQEBBQADggEPADCCAQoCggEBAMpvDbQaXdZ670pKiIl/b5WuQa3iXxr7A9Z37Yk82
5ezrD1DpG2fzX1L7VHFWPOICXW15f4D54k9tf4BjSdkSprCNGZy7m67jjub/6KAQu
0gqys//Ngd8izPAWVT7DT34z5rH8uuSbM/ZpZa+WOAQEQQi3NkVL7111dN6VBZYZ
KDynF9xoWgrFNOjnzBB+/dJE/sz6Xz+HGhfMf8sQPg2Bp0hjJINaQ+V3giR1GMQEA
réhUwr0IYe0/fcP148eF18pReAMwcw+Ngv3IV53iZq/DrJAWKwWwdwR4gevskVvz
UeFulcgrXNOW+1GM1IWwSwMLCR5E8Q8u/Y2135rx 14UE7NECAWEAAQOBMTCBLjAP
BgNVHRMBAf8EBTADAQH/MA4GA1UdDwWEB/wQEAwWIBBjAdBgNVHQ4EFgQUGP2aPxrh
8UwB40CsmtunMwXwdjYwLgYDVROTBCcwITAjoCGgH4YdaHROcDovLzkOL]jIzMC43
NidyL2NybC8xNC5jcmwwIAYJYIZIAYb4QgENBBcWFUd1bmVyYXR1ZCBieSBSb3V0
ZXJPUzANBgkghkiG9wOBAQsFAAOCAQEAJ/9c11glKLuvHHDXmnz17+bH5ZAWOR7g
KMjY1P2b9eKO8mAAq4+Gp8/N/suiMBN6hA+WHtzbPYurXZgmltAlI2kZEOXdLtig
02rJ3Z24E/MuxxPGhNQe+11Qx4v9Cp5Q98NIZh9H15KEV4ZvInvXbVx1z0Sz+KN3
ROfWzZrVOKWOWTLXvVPF4n/nLyVL702VDgpPaMmrShIOTOfbh90GcJ/IYDo5FNOCO
v00dg/IddWkJOLDQLB78MXP6gXrXRhhSCosnASJyoFbX7C+20uXDMzjDUH/bZbPI
ilkuUgzSXarAg4LgxShPRxfSnX2kUP6IXsDeonX/UwmzrztRd+QZ2w==

----- END CERTIFICATE-----

GUI

ubuntu

sudo apt install network-manager-openvpn-gnome
sudo service network-manager restart

arch: pacman -S networkmanager-openvpn
add VPN connection with network manager GUI:

e type: openvpn

e gateway: vpnl.csgalileo.org

e user: <user>

* pass: <pass>

CA certificate: <ca.crt>

in advanced settings check “Use TCP connection”
in route add 10.0.0.0/8 and 185.91.188.0/25

Console

sudo apt install openvpn

auth.cfg
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<user>
<pass>

openvpn.conf

client

remote vpn.csgalileo.org 1194
auth-user-pass auth.cfg

ca ca.crt

route 10.0.0.0/8 vpn gateway 3

route 185.91.188.32 255.255.255.224 vpn gateway 3
route 185.91.188.64 255.255.255.224 vpn gateway 3
dev tun

proto tcp-client

remote-cert-tls server

persist-tun

persist-key

auth-nocache

go

sudo openvpn --config openvpn.conf

Connect with

./go

Winzozz

c:\Program Files\OpenVPN\config\auth_galileo.cfg

username
password

c:\Program Files\OpenVPN\config\galileo.ovpn

client

dev tun

proto tcp-client
remote-cert-tls server

remote vpn.csgalileo.org 1194
route 10.0.0.0 255.0.0.0 vpn gateway 3
route 185.91.188.0 255.255.255.0 vpn gateway 3
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resolv-retry infinite

nobind

persist-key

persist-tun

verb 3

auth-user-pass auth galileo.cfg
script-security 3

<Ca>

MITIE3zCCA8egAwIBAgIJAKI/infDrLAoMAOGCSqGSIb3DQEBCWUAMIGIMQswCQYD
VQQGEwJJVDELMAKGALIUECBMCV1IxDzANBgNVBACTB1Z1cm9uYTEQMA4GALIUEChMH
R2FsaWx1bzEQMA4GA1UECXMHR2FsaWx lbzETMBEGA1IUEAXMKR2FsaWx1byBDQTEQ
MA4GA1UEKRMHRWFzeVITQTEtMCsGCSqGSIb3DQEJARYec3R1ZmFuby5zY21lwaW9u
aUBjc2dhbGlsZW8ub3JInMB4XDTE3MDMyMj E1IMDQONFoXDTI3MDMyMDE1MDQONFow
gaUxCzAJBgNVBAYTAKLUMQswCQYDVQQIEwJWUj EPMAOGALIUEBXMGVmVyb25hMRAwW
DgYDVQQKEwdHYWxpbGVVMRAwWDgYDVQQLEwdHYWXxpbGVVMRMWEQYDVQQDEwWpHYWXp
bGVvVIENBMRAwWDgYDVQQPEwdFYXN5UTINBMSOwKwYJKoZIhvcNAQKBFh5zdGVmYW5v
LnNjaXBpb25pQGNzZ2FsaWxlby5vcmcwggEiMAOGCSqGSIb3DQEBAQUAA4IBDwWAW
ggEKA0IBAQDgxKb1DORrR5kZhTz1loj4ronvQaU8oyBc71y50xp70XwIEQKW+87WT
1gfeT8fwqec6KIjQr6SIJORMmIDphYifNlgwsel4rtLf33WZ0sWgWNOel jxcn354g
M26pWJIt3ETP3THUu4dK4Y6T7t7dFJiaIZ0jRg15EIKHs fMZDYRtc15ScOEBwW4G32
TndnWsy+vJRocMOzkniuDnNnI1GJh3MOLK+/nsk0AJ022+vmYJcE3fMsjho2zJgB
qUteWn5pBZm91Q2KQa5W50QYVNPA4wbopQHXhhEXGDDwm+1QsqjBQVK39TQDwBGS
foMxbPZwr17pJGbhhHGVNm8DP+XnT1tFAgMBAAG]jggEOMIIBCjAdBgNVHQ4EFgQU
6kM1PEOCDJ+cqiazQu70mrXni+AwgdoGA1UdIwSB0OjCBz4AU6KM1PEOCD]+cqiaz
Qu70mrXni+ChgaukgagwgaUxCzAJBgNVBAYTAKTUMQswCQYDVQQIEwJIWUjEPMAOG
A1UEBXxMGVmVyb25hMRAwDgYDVQQKEwWdHYWxpbGVVMRAWDgYDVQQLEwWAHYWXpbGVv
MRMwEQYDVQQDEwpHYWxpbGVvIENBMRAWDgYDVQQpEwdFYXN5ULNBMSOwKwYJKoZI
hvcNAQkBFh5zdGVmYW5vLnNjaXBpb25pQGNzZ2FsaWx lby5vcmeCCQCiP4p3woyw
KDAMBgNVHRMEBTADAQH/MAOGCSqGSIb3DQEBCWUAA4IBAQAYKF801INFIDOG5bINN
hy4R7qStYnbELKFosI1KJ40z+ibYZxAOCOyURpacJq9NPYAS/P8SA41HDjhe3ZIq
kNGq1lZxCHIsGWhagHFDHru2ct4nKtyEFSAzzy7UAnQITeTBZKEjDENWncdb41+VA
fIJRoM801kj3+Kn0Zpwnl26pp8/at30yC4RMXM2FEztege5]93ZfogW/MuNyL4]J v
1CGKz0/9UtjUGiHbuxUv7SimWYB40AhrYR1tOsMLLIU7Bu®@12PEmxeyK6G1zJuBC
3/YQ9xWWkX1bp1lEO30vBMCRp1ANnJRsznZATBB4xnJ55ZPG6tEqCVS72j2fKMnCa2
viw7

Lavagno

lavagno.pem

MIIGATCCA+mgAwIBAgIJALHdThMpwfEhMAOGGCSqGSIb3DQEBCWUAMIGWMQswCQYD
VQQGEwJJVDEOMAWGA1UECAwWFSXRhbHkxDzANBgNVBACMB1Z1cmOuYTEXMBUGA1UE
Cgw0Q29tdW51IExhdmFnbm8xHjAcBgNVBAMMFWxhdmFnbm8uY3NnYWxpbGVvLm9y
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ZzEtMCsGCSqGSIb3DQEJARYec3R1ZmFuby5zY21lwaW9uaUBjc2dhbGlsZW8ub3Jn
MB4XDTE3MDIwODEzMDEzN1oXDTI3MDIwNjEzMDEzN1owgZYxCzAJBgNVBAYTAKLU
MQ4wDAYDVQQIDAVIdGFseTEPMAOGALIUEBwwGYmVyb25hMRcwFQYDVQQKDA5Db211
bmUgTGF2YWdubzEeMBwGA1UEAWWVbGF2YWduby5j c2dhbGlsZW8ub3InMSOwKwYJ
KoZIhvcNAQkBFh5zdGVmYW5vLnNjaXBpb25pQGNzZ2FsaWx1lby5vemcwggIiMAOG
CSqGSIb3DQEBAQUAA4ICDWAwggIKAOICAQCYsUSjvroVYifgpS2Yc5q97Gz1FUZw
9Fu04IZqrVXE8Mz8hsCsaGqlOMmeMo7Y4TFLI9gb6IvAV655mCRY313KzRzcyg94f
g4VB2Sqju3DhDtzZBUrBWolv9P50idftxVQbyUrrRI6QUh1j4UelBZWUNd8ViT09
xtnxUb8bz9XPxs f+GUajpA4w2cRGMX3N537dSYujcwSESRTYndJubPDKcV16/3db®o5QMDVnbFxWdk
TE1knyOmhUj4tLvOs+sEjP4DHQRnNKPpL86tccn3Z4ydS5mKNbbglmNaslzvl66Zr
fdhExA3uahUexo8wJ8BXL3b7YdQ/AP6kIh2eZ0s1ptj+BKzqQKgFKy9mqdv9jXM/
cseT6+zdt258u8dSSGDrBj /87 f1HTUYt1wc]jcNOg815vOx0YrcsjyBw/i6hkVZWy
bkByUTzuQSEJINZZwv7SHID1Z1XmlOSwlEoucrmxZAB2ESRLQfivb1536a711mgr8
DNof7+ttWpFBFb+U+G1ipDNhiBiAkhLJIMSL7vB5JHcu/YLUgZiVXzOmD1YI812PJ]
wECaqp7VTbdNb9kzkpTMTAZqtWg60h1lwq+zS094VkNTvS0/Dy8dtukA3BMKI/bwY
fLAfq78MiubKgLlFmIF2VSifxW7zynNIVeODtXGmUOR16FKJI fdwNxTZpmMZnPviRz
YNmyA6AOgwPolKfwEFsRthOoKdQyZqy0ZeriKoHBOWXKkDH26MgqMB1NMAzPodORbK
YrXpcmIEQOYSwInMtW+rqfniH5mCYvq/SU+csDZr7uWgSMcY3im40f30JJ+ndYyig
aBZVSFSow2dELbQdgolaA/JR1hUKkO5SNEXE6GKAIc4INrMzD4b4HxMPcc/yuYLKDb3
Hd9TG/E=

----- END CERTIFICATE-----

add VPN connection with network manager GUI:

type: openvpn

gateway: lavagno.csgalileo.org

user: galileo

pass: <pass>

CA certificate: <lavagno.pem>

in advanced settings check “Use TCP connection”
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