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VPN Galileo

pptp manual

/etc/NetworkManager/system-connections/galileo.nmconnection

connection
id=galileo
uuid=97852b85-b57b-4b38-9687-d919f2820e57
type=vpn
autoconnect=false
permissions=user:scipio:;
timestamp=1623922800

vpn
gateway=94.230.76.2

mru=1400

mtu=1400

password-flags=0

user=xxx

user-auth-type=password
service-type=org.freedesktop.NetworkManager.12tp

vpn-secrets
password=xxx

ipv4
dns-search
ignore-auto-dns=true
method=auto

ipv6b
addr-gen-mode=stable-privacy
dns-search
method=disabled

proxy

chmod 600 /etc/NetworkManager/system-connections/galileo.nmconnection

change:

e permissions=user:scipio:; (this is local linux user)
e user=xxx
* password=xxx
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pptp GUI

Installare il package networkmanager-pptp

Aggiungere una VPN pptp

Annulla VPN galilesa

Dettagli Identita IPwd IPviE

Mome g&lll_flj

Generale

Gateway | wpnil.csgalileo.org

Autenticazione utente

Tipo | Password -
Nome uterte | N
Pasgword eessssssw i

Maostra la password

Daominio NT
#¢ PPP Settings...
Annulla VPN galileo Applica
Dettagli Identita 1Pwd IPvi
Metado IPvd O sutomatica (DHCP) Solo link-local
Manuale Disabilita
Condivisa con altri computer
DMS Automatico

Instradamenti Automatico ‘:)

[

Usare questa connessions solo per risorse nella sua rete
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VPN Galileo

r

Opzioni PPP L2TP x

Autenticazione
Consentire i seguenti metodi di autenticazione:
€3 CHAP
MSCHAP
MSCHAPv2
EAP

Sicurezza e compressione

Usare la cifratura Point-to-Point (MPPE)
Sicurezza: | Tuttiidisponibili (predefinito)
Consentire la cifratura con stato
Consentire la compressione dati BSD
Consentire la compressione dati Deflate
Usare la compressione delle intestazioni TCP

Use protocol field compression negotiation

Use Address/Control compression

Echo

Inviare pacchetti eco PPP

Varie
MTU: 1400 - <+
MRU: 1400 - <+

Annulla OK

galileo openvpn

Server certificate

ca.crt
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MIIDVDCCAjygAwIBAgIIK+uSMAP/qZcwDQYJKoZIhvcNAQELBQAwWHDEaMBgGA1UE
AwwRQOEtV1B0Q090Qy1NRVVDQOkwHhCcNMjEwNZEIMTAXOTQwWhcNMj IwNZzE1IMTAX
0TQwWjAcMRowGAYDVQQDDBFDQS1IWUESDTO5DLULFVUNDSTCCASIWDQYJKoZIhvcN
AQEBBQADggEPADCCAQoCggEBAMpVDbQaXdZ670pKiI/b5WuQa3iXxr7A9Z237Yk82
5ezrD1DpG2fzX1L7VHFWPOICXxW15f4D54k9tf4BjSdkSprCNGZy7m6j jub/6KAQu
0gqys//Ngd8izPAWVT7DT34z5rH8uuSbM/ZpZa+WOAQEQQi3NkVL71i11dN6VBZYZ
KDynF9xoWgrFNOjnzBB+/dJE/sz6Xz+HGhfMf8sQPg2Bp0hjJINaQ+V3giR1GMQEA
réhUwr0IYe0/fcP148eF18pReAMwcw+Ngv3IV53iZq/DrIAWKwWwdwR4gevskVvz
UeFulcgrXNOW+1GM1IWwSwMLCR5E8Q8u/Y2135rx 14UE7NECAWEAAQOBMTCBLjAP
BgNVHRMBAfBEBTADAQH/MA4GA1UdDwWEB/wQEAwWIBBjAdBgNVHQ4EFgQUGP2aPxrh
8UwB40CsmtunMwXwdjYwLgYDVROfBCcwITAjoCGgH4YdaHROcDovLzkOL]jIzMC43
Nid4yL2NybC8xNC5jcmwwJAYIYIZIAYb4QgENBBcWFUdlbmVyYXR1ZCBieSBSb3V0O
ZXJPUzANBgkghkiG9wOBAQsFAAOCAQEAJ/9c11glKLuvHHDXmnz17+bH5ZAWOR74g
KMjY1P2b9eK08mAAQq4+Gp8/N/suiMBN6hA+WHtzbPYurXZgmltAlI2kZEOXdLtig
02rJ3Z24E/MuxxPGhNQe+11Qx4v9Cp5Q98NIZh9H15KEV4ZvInvXbVx1z0Sz+KN3
ROfWzZrVOKWOWTLXVPF4n/nLyVL702VDgpPaMmrShIOTOfbh90GcJ/IYDo5FNOCO
v00dg/IddwWkJOLDQLB78MXP6gXrXRhhSCosnASJyoFbX7C+20uXDMzjDUH/bZbPI
ilkuUgzSXarAg4LgxShPRxfSnX2kUP6IXsDeonX/UwmzrztRd+QZ2w==

----- END CERTIFICATE-----

GUI

ubuntu

sudo apt install network-manager-openvpn-gnome
sudo service network-manager restart

arch: pacman -S networkmanager-openvpn
add VPN connection with network manager GUI:

e type: openvpn

e gateway: vpnl.csgalileo.org

e user: <user>

* pass: <pass>

CA certificate: <ca.crt>

in advanced settings check “Use TCP connection”
in route add 10.0.0.0/8 and 185.91.188.0/25

Console

sudo apt install openvpn

auth.cfg

<user>
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<pass>

openvpn.conf

client

remote vpn.csgalileo.org 1194
auth-user-pass auth.cfg

ca ca.crt

route 10.0.0.0/8 vpn gateway 3

route 185.91.188.32 255.255.255.224 vpn _gateway 3
route 185.91.188.64 255.255.255.224 vpn gateway 3
dev tun

proto tcp-client

remote-cert-tls server

persist-tun

persist-key

auth-nocache

go

sudo openvpn --config openvpn.conf

Connect with

./go

Winzozz

c:\Program Files\OpenVPN\config\auth_galileo.cfg

username
password

c:\Program Files\OpenVPN\config\galileo.ovpn

client

dev tun

proto tcp-client
remote-cert-tls server

remote vpn.csgalileo.org 1194
route 10.0.0.0 255.0.0.0 vpn _gateway 3
route 185.91.188.0 255.255.255.0 vpn gateway 3
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resolv-retry infinite

nobind

persist-key

persist-tun

verb 3

auth-user-pass auth galileo.cfg
script-security 3

<Ca>

MIIE3zCCA8egAwIBAgIJAKI/infDrLAoMAOGCSqGSIb3DQEBCWUAMIGLMQswCQYD
VQQGEwJJVDELMAKGA1IUECBMCV1IxDzANBgNVBACTB1Z1cm9uYTEQMA4GALIUEChMH
R2FsaWx1bzEQMA4GA1UECXMHR2FsaWx1bzETMBEGA1UEAXMKR2FsaWx1byBDQTEQ
MA4GA1UEKRMHRWFzeVITQTEtMCsGCSqGSIb3DQEJARYec3R1ZmFuby5zY21lwaW9u
aUBjc2dhbGlsZW8ub3InMB4XDTE3MDMyMj E1IMDQONFoXDTI3MDMyMDE1MDQONFow
gaUxCzAJBgNVBAYTAKLUMQswCQYDVQQIEwJIWUjEPMAGGAIUEBXMGVmVyb25hMRAw
DgYDVQQKEwdHYWxpbGVVMRAwWDgYDVQQLEwdHYWxpbGVVMRMWEQYDVQQDEwWpHYWXp
bGVVIENBMRAwWDgYDVQQpEwWdFYXN5UTNBMSOwKwYJKoZIhvcNAQKBFh5zdGVmYW5v
LnNjaXBpb25pQGNzZ2FsaWxlby5vcmcwggEiMAOGCSqGSIb3DQEBAQUAA4IBDwWAW
ggEKA0IBAQDgXxKb1DORrR5kZhTz1loj4ronvQalU8oyBc71y50xp70XwIEQkW+87WT
1lgfeT8fwqecbKIjQr6SIORMmIDphYifNlgwseJ4rtLf33WZ0sWgWNOel jxcn354g
M26pWIt3ETP3THUU4dK4Y6T7t7dFJialZ0jRg15EIKHs fMZDYRtc15ScOEBwW4G32
TndnWsy+vJRocMOzkniuDnNnI1GJh3MOLK+/nsk0AJ022+vmYJcE3fMsjho2zJgB
qUteWn5pBZm91Q2KQa5W50QYVNPA4wbopQHXhhEXGDDwm+1iQsqjBQVK39TQDwBGS
foMxbPZwr17pJGbhhHGVNm8DP+XnT1tFAgMBAAG]jggEOMIIBCjAdBgNVHQ4EFgQU
6kM1PEOCDJ+cqiazQu70mrXni+AwgdoGA1UdIwSBOjCBz4AU6KM1PEOCD]+cqiaz
Qu70mrXni+ChgaukgagwgalUxCzAJBgNVBAYTAKTUMQswCQYDVQQIEwIWUjEPMAOG
A1UEBXMGVmVyb25hMRAWDgYDVQQKEwWdHYWXxpbGVVMRAWDgYDVQQLEwdHYWXxpbGVv
MRMwEQYDVQQDEwpHYWxpbGVvIENBMRAwWDgYDVQQpEwdFYXN5UTNBMSOwKwYJKoZI
hvcNAQkBFh5zdGVmYW5vLnNjaXBpb25pQGNzZ2FsaWx lby5vcmeCCQCiP4p3wbyw
KDAMBgNVHRMEBTADAQH/MAOGCSqGSIb3DQEBCWUAA4IBAQAYKF801NFIDOG5bINN
hy4R7qStYnbELKFosI1KJ40z+ibYZxAOCOyURpacJq9NPYAS/P8SA41HDjhe3ZIq
kNGq1ZxCHIsGWhagHFDHru2ct4nKtyEFSAzzy7UAnQITeTBZKEjDENWNncdb41+VA
fIJRoM801kj3+Kn0Zpwnl26pp8/at30yC4RMXM2FEztege5]93ZfogW/MuNyL4I v
1CGKz0/9UtjUGiHbuxUv7SimWYB40AhrYR1tOsMLLIU7Bu®@12PEmxeyK6G1zJuBC
3/YQ9xWkX1bp1lEO30vBMCRp1ANnIRsznZATBB4xnJ55ZPG6tEqCVS72j2fKMnCa2
viW7

Lavagno

lavagno.pem

MIIGATCCA+mgAwIBAgIJALHdThMpwfEhMAOGGCSqGSIb3DQEBCWUAMIGWMQswCQYD
VQQGEwJJVDEOMAWGA1UECAWFSXRhbHkxDzANBgNVBACMB1Z1cm9uYTEXMBUGA1UE
Cgw0Q29tdW51IExhdmFnbm8xHjAcBgNVBAMMFWxhdmFnbm8uY3NnYWxpbGVvLm9y
ZzEtMCsGCSqGSIb3DQEJARYec3R1ZmFuby5zY21lwaW9uaUBjc2dhbGlsZW8ub3Jn
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MB4XDTE3MDIwODEzMDEzN1oXDTI3MDIwNjEzMDEzN1owgZYxCzAJBgNVBAYTAKLU
MQ4wDAYDVQQIDAVIdGFseTEPMAOGALIUEBwwGYmVyb25hMRcwFQYDVQQKDA5Db211
bmUgTGF2YWdubzEeMBwWGA1UEAwWWVbGF2YWduby5jc2dhbGlsZW8ub3InMSOwKwYJ
KoZIhvcNAQkBFh5zdGVmYW5vLnNjaXBpb25pQGNzZ2FsaWxlby5vemcwggIiMAOG
CSqGSIb3DQEBAQUAA4ICDwWAwWggIKAOICAQCYsUSjvroVYifgpS2Yc5q97Gz1lFUZw
9Fu04IZqrVXE8Mz8hsCsaGqlOMmeMo7Y4TFLI9gb6IvAV655mCRY313KzRzcyg94f
g4VB2Sqju3DhDtzZBUrBWolv9P50idftxVQbyUrrRI6QUh1j4UelBZWUNd8ViT09
xtnxUb8bz9XPxs f+GUajpA4w2cRGMX3N537dSYujcwSESRTYndJubPDKcV16/3db
0lH6Y3pB40/K9/Mtt0GwRmeJIMsgxFxV/qhlEXQxNrwZ0d9dpZvs8330z+mHdd9j
36IBScGNQRHz+UcSOuek7YlgsP/bxiEOralD22ZdE0620fMfXoupNEV1B/4CgmhS
I0TpJcRjKfPHMmfpOpbDcIgw3QEmMXcrW9K/sXihk5c7vN2mbiUyWt06/Ihc8xmlUt
8I1gvh1lKSQO2IN9i0bv4KAXL5dVZXmtku6HILG6UTX/QxCg4/LH2RzwZcOOA135R
3zn7FyOUKnvWrUuG/0hIiCoS4AgpTTIc9DCIS5bA/YksOn8vz1SIklZ/vkjJ4LuxF
JkBgBCV14b80h0OXR5Ecq1Q3AilAR/8n4b9ho50wghioekRSQ6WjHLLNIXYQrEdCN
PXxulxnK7eiQtYD6Zn5A8MSvmfqUQ80QQsbMg05YUtOIMXxSX6gbZnItF76KYWSbD
72PFSDV24Lrg3wIDAQABo1AWT jAdBgNVHQ4EFgQUDke3u6KNTHEN+1SOWmUmWsB8
h18wHwYDVRO jBBgwFoAUDke3u6KNTfH6Nn+1SOwmUmWsB8h18wDAYDVROTBAUWAWEB
/zANBgkghkiG9w0OBAQsFAAOCAQEArtRfwcY2gER3s8uABZBWte@o5QMDVnbFxWdk
TE1lknyOmhUj4tLvOs+sEjP4DHQRNKPpL86tccn3Z4ydS5mKNbbglmNaslzv166Zr
fdhExA3uahUexo8wJ8BXL3b7YdQ/AP6kIh2eZ0s1ptj+BKzqQKgFKy9mqdv9jXM/
cseT6+zdt258u8dSSGDrBj /87 f1HTUYt1wc]jcNOg815vOx0YrcsjyBw/i6hkVZWy
bkByUTzuQSEJINZZwv7SHID1Z1XmlOSwlEoucrmxZAB2ESRLQfivb1536a711mgr8
DNof7+ttWpFBFb+U+G1ipDNhiBiAkhLJIMSL7vB5JHcu/YLUgZiVXzOmD1YI812PJ
wECaqp7VfbdNb9kzkpTMTAZqtWg60h1lwq+zS094VKkNTvS0/Dy8dtukA3BMKI/bwY
fLATQq78Miu6KgLFmIF2VSifxW7zynNIVeODtXGmUOR16FKI fdwNXxTZpmMZnPviRz
YNmyA6AOgwPoLKfwEFsRthOoKdQyZqy0ZeriKoHBOWXkDH26MgMB1NMAZzPodORbK
YrXpcmIEQOYSwInMtW+rqfniH5mCYvq/SU+csDZr7uWgSMcY3im40f30J1J+ndYyig
aBZVSFSow2dELbQdqolaA/JR1hUkO5SNEXE6KAIc4INrMzD4b4HXMPcc/yuYLKDb3
HA9TG/E=

————— END CERTIFICATE-----

add VPN connection with network manager GUI:

From:
https://wiki.csgalileo.org/ - Galileo Labs
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type: openvpn

gateway: lavagno.csgalileo.org

user: galileo

pass: <pass>

CA certificate: <lavagno.pem>

in advanced settings check “Use TCP connection”
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